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A security breach at the U.S. company that owns the Winners fashion and HomeSense home accessories chains in Canada had their customers wondering Thursday whether their financial information was in the hands of crooks.

A toll-free hotline for customers was swamped with calls following heavy media coverage of the breach, which was detected by the retailers' U.S. parent, TJX Cos. of Framingham, Mass., in December but only revealed to the public on Wednesday.

The company has provided few details about how many people were affected or whether there was evidence that customer information had been misused. However, it set a webpage at www.winners.ca with tips for customers including a 1-800 number.

The company says hackers broke into a system that handles credit and debit card transactions, as well as cheques and merchandise returns, for customers in the U.S., Puerto Rico and Canada and possibly T.K. Maxx stores in the U.K. and Ireland.

"I haven't taken a call on anything else," said one of the people assigned by TJX to answer consumer questions calls. "I've been talking non-stop."

There are 184 Winners stores across Canada that sell clothing, shoes and home-decor items at discount prices, and more than 68 HomeSense stores, which specialize in home decor.

In the United States, the company owns T.J. Maxx and Marshalls discount stores.

The break-in was discovered in mid-December, but was kept confidential upon the request of law enforcement officials, the company said.

Citing an unidentified source, the Globe and Mail reported Thursday that TJX has been able to identify "a limited number" of credit card and debit card holders whose information was taken.

The company's media spokeswoman couldn't be reached for comment.

One Ontario woman who lives northeast of Oshawa said Thursday that she had decided to cancel her MasterCard credit card but was holding off on doing the same with her Visa.

"We always monitor our statements very closely when they come in anyway. And we will certainly continuing to do so," said Helen, who asked to be only identified by her first name.

She wasn't impressed with the way TJX had handled the disclosure.

"The thing is, it has taken them a month to come forward and inform people," Helen said.

Spokeswomen for Visa and MasterCard said that consumers are protected if they are the victims of credit card fraud. They advised cardholders to watch their statements carefully and notify the toll-free numbers if suspicious transactions show up.

"Visa Canada and Visa USA are working with law enforcement and the TJX Companies, Inc. to investigate a compromise of card account information from the retailer's system. All major card brands accepted by the retailer are affected by the compromise," a statement issued by Visa said.

"Visa is providing the affected accounts to financial institutions so they can take steps to protect consumers. In addition, Visa issuers are using neural networks and risk-scoring tools to distinguish fraudulent transactions from legitimate ones."

Visa Canada spokeswoman Tania Freedman said the company couldn't comment in details, citing ongoing police investigations in Canada and the United States.

MasterCard's Jennifer Reed said cardholders should contact the bank, trust company or other financial institutions.

"But I think it's important for consumers to go about their daily business and not get into a panic over this," Reed said.

"We continue to work with our issuers to ensure that they're monitoring for suspicious activities and take the necessary steps to protect cardholders.

"It's important for consumers to know that the issuing banks are monitoring transactions on a daily basis, throughout the year, to ensure the safety of the system."

Just last week, a group affiliated with the University of Ottawa called on the federal government to enact a law that requires organizations to notify individuals when their personal information may have been stolen due to a security breach.

A report by Philippa Lawson, a longtime consumer advocate now at the university's Canadian Internet Policy and Public Interest Clinic, says that individuals may be "unwitting victims" if they're not notified when there's a security breach.

"Yet organizations, especially those in competitive markets, have little incentive to disclose their security failures voluntarily, given the costs and the damage this can do to their reputation," says a CIPPIC research paper released Jan. 9.

CIPPIC argues that the federal Personal Information Protection and Electronic Documents Act and similar laws in Alberta, British Columbia and Quebec could be amended to make such notification mandatory and set out guidelines for doing so.

Lawson said in an email exchange on Thursday that high-profile cases like the TJX breach could provide a push for politicians to act.

Already, Canada's privacy commissioner Jennifer Stoddart has launched an investigation into how a computer file containing the personal information of up to 470,000 Talvest Mutual Funds customers was lost in transit between offices, 

Fund manager CIBC Asset Management notified the commissioner of a breach on Dec. 22. Stoddard is probing whether there was a contravention of the Act.

"Legislators usually want to see evidence of a problem before they act on it, and this is just one more example of a serious security breach that exposes many Canadians to a serious risk of identity theft and related fraud," Lawson wrote about the TJX security breach.

She added that a Commons committee that is reviewing the federal act seemed interested in CIPPIC's proposal for a notification requirement at hearings last fall.

"I think there's a good chance that it will go through, because it makes so much sense," Lawson said.

